The text reflects on the duty of professional secrecy about the information received from patients during medical assistance in order to respect the right and protection of the patient. In spite of being one of the most traditional moral concepts in health care, secrecy is still one of the less respected principles. This is particularly worrying considering our times of intense exposition of privacy. The guarantee of confidentiality, besides stimulating the link between patient and health professional, could favour the assent to a treatment and more independent decision making as the guarantee ensures the patient that aspects of his or her personal life that could cause judgement will not be exposed. The secrecy, in this context, works as a mechanism of protection for the patient in regard to the patient's values and personal experiences, supporting the necessary confidence in the doctor -patient relationship. Keywords: Confidentiality. Privacy. Physician-patient relations.
The right and duty of secrecy, as a patient protection http Confidentiality and respect for privacy are traditional moral precepts of health professions and are indicative of the duty of secrecy of professionals, regarding data about a third party, obtained through the exercise of his or her work. The professional/patient relationship must be guided by the trust based on the duty of professional secrecy.
Some refer to secrecy as the duty to keep a secret, and the secret as the object of secrecy. There will be no such distinction here inasmuch as the distinction is irrelevant to this study. In any case, professional secrecy has been, nowadays, associated with the bioethical principle of autonomy considering that personal data belong to the patient, who is the only one who can decide, a priori, to whom he or she wants to give information. The doctor, nurse, psychologist, as recipients of those data, by virtue of their profession, should not disclose the information except by permission of the patient or in exceptional circumstances, outlined by the law and ethics, such as cases of compulsory notification provided by law and regulations, wherein the professional must breach the secrecy because of epidemiological criteria from the public health system. However, even before the recognition of bioethical principles and fundamental human rights, the duty of professional confidentiality was already required from health professionals, particularly doctors. The Hippocratic Oath preached that "Into whatever houses I enter… Whatever, in connection with my professional practice or not, in connection with it, I see or hear, in the life of men, which ought not to be spoken of abroad, I will not divulge, as reckoning that all such should be kept secret. (Translation from Greek by Francis Adams -1849)" 2, 3 .
Regardless of being such an old precept in healthcare, the duty of secrecy is, still to this day, one of the ethical commitments most disrespected in the day-to-day of hospitals and health facilities. See, for example, how widespread are conversations in corridors and elevators about illnesses of patients or even how often medical records, with names of patients and their diagnostics, are placed in public areas. Even the physical disposition of stretchers and medical beds allow unnecessary exposure of patients. Somehow, the information technology has reduced this risk, but it is still difficult to determine who should have access to the data and how to protect them from external interferences.
Maintaining secrecy is a measure that allows individuals to protect their peculiarities, idiosyncrasies and the privacy of their way of life, allowing them to choose what to reveal to the judgment of the outside world or even the judgment of people who are close to them. It is reasonable to claim that the proper respect for secrecy in health care not only would avoid many controversies, but it would also ensure greater freedom to patients and to the decision making concerning health care, which would allow the effective exercise of those patients' individuality. That's because even privacy has concentric spheres, among which the privacy of medical records is one of the most inward and significant.
A brief comment is made in this paper about professional secrecy as a right of the patient, duty of the professional and protection mechanism for the patient, in his or her autonomy. We also indicate some of the main aspects in which professional secrecy should be observed in daily practice, as well as some of its ethical and legal implications.
Who owns the secret: respect for the modesty and privacy of the patient
As we've seen, the secrecy is simultaneously a right of the patient and a duty of the professional. For Diego Gracia 4 , it is even more a duty than a right, as it is based on a commitment of protection that can outrank the applicant's request. Secrecy is expected from all those who have access to the patient's personal data because of their professional activity.
So doctors, nurses, technical assistants, psychologists, social workers -who received information directly from the patient -as well as other professionals such as such as archivists and auditors, who had access to the patient's medical records, are required to keep secret about all that they know because of their work 2, 3, [5] [6] [7] .
In this area, it is necessary to recommend particular care with medical records, which should not be accessible to any person, and to refrain from indiscreet hallway conversations 8 , even with professional colleagues, which would enable the identification of the patient, avoiding passing on information that only concerns the patient, in order to preserve his or her privacy. Indeed, even the discussion of cases among professionals, supported by similar duty of secrecy, or in teaching, must preserve as much as possible, the identity of the patient. It should be remembered that patients who expose their secrets and privacy to a professional don't do so by choice but, above all, by necessity. Having chosen or needing to resort to a professional in particular, patients, at that moment, intend to reveal their data to that professional alone.
Questioning on the other hand from whom one should keep secret, it is to be observed that secrecy is extensive to all those who do not have strict necessity to have access to the mentioned data, observing the specific benefit of the patient, who is responsible to authorise any other case. Even companions should be informed, as a rule, if and when the patient consents, except in cases of incapacitated patients, when the legal guardian will be responsible to authorise or not information to others.
This care does not exempt nor allow even other health professionals to receive information, if they do not act in the care of the patient and were not authorised by him or her. If health professionals act in the care of a patient, their level of information should also be limited -besides what they were told by the patient -to the elements which are essential to their adequate professional performance. In both situations and also if they happen to be aware of other data, the professional should maintain secrecy about the information.
On the other hand, the patient should not confuse the duty of secrecy with the right to the information necessary to his or her decision-making, whilst knowing that, being private, his or her data will only be exposed in exceptional cases. The full and adequate exercise of autonomy requires, as it is known, the effective clarification and the free consent about the procedures to which the patient will be submitted. In this context, what is possible is called the right of not to know, if this is the patient's desire -although, in most cases, what happens is in fact a desire not to be reminded of his or her disease... 9 What we want to emphasise is that the duty of secrecy exists in the face of others, and should not be held against the patient, to whom the personal data are related.
The object of the protection of the professional secrecy is associated with privacy in its more inward sphere. The right to privacy, according to Costa Junior 10 , originated from the recognition of the Anglo-Saxon law in the 19th century to the right to be alone. This right consists of concentric spheres of protection, embracing more internally the protection of privacy and of the so-called circle of secrecy, to which only individuals selected by the interested person can have access. Secrecy serves, therefore, the protection of the privacy of the patient, his or her personal information, choices or life events, test results, modesty, physical and moral images.
Professional secrecy, research, teaching and right to non exposure of the image Regarding the protection of the physical image, for example, a particular zeal is necessary in the clinical examination of the patient, even if a child. Although the conditions of care and examination, especially in emergency units and collective wards, are not always ideal, it is recommended to respect and as much as possible, to protect the natural modesty of the individual, sparing him or her from unnecessary exposure, which would consist of one more aggression towards someone who is already weakened. It is advisable, therefore, to use curtains of separation between beds during tests and procedures in order to avoid attracting the curiosity of other patients and companions.
The prior information and clarification about the procedure to be performed, besides being an important element in the establishment of the professional-patient relationship and in the obtainment of consent, is also an indicative of respect for the privacy of the patient -even in the case of children and incapable patients in general (according to the limits of their cognition) -helping to overcome natural modesty and to allow for a quieter examination or procedure.
The same is true regarding the use of the patient's image, even for teaching purposes. The use of images must be preceded by informed consent. This is valid for photographic images of external body parts, for example, or images originated from diagnostic methods which involve unidentifiable images, that is, internal organs, such as radiologic images. All those kinds of images refer to body parts of an individual who, therefore, is responsible for allowing or not their divulgation.
Indeed, secrecy should be observed in teaching activities, so that usual visits of students to the bedside should be preceded by information to the patient and his or her consent. Moreover, we must be careful to avoid comments on diagnosis, prognosis or other personal data in front of other patients or companions.
Students should be taught from the beginning that patients are not mere "interesting cases", but human beings deserving of respect, especially con- sidering their particular vulnerability . One should treat others as one would like to be treated, without forgetting that this does not make the professional a judge of what should or should not be secret, because even information that to others may appear personally banal and for whom its disclosure would be irrelevant, could be considered extremely sensitive to the patient, given her or his scale of values. Therefore, the rule has to be to maintain secrecy about all data relating to the patient, prohibiting unnecessary comments. The secret belongs to the patient and only the patient decides what can be revealed and to whom, the professional being simply a faithful custodian.
Also the researcher and collaborators, when they access data from medical records or patient information, should commit themselves to secrecy about what was found due to the survey, as required by the regulation on the matter present in theResolution 466/2012 of the Conselho Nacional de Saude ( Health National Council) 11 .
Still with regard to research, even because of regulatory requirement, it is always important to make clear, in the presentation of the project, the researcher's confidentiality commitment to the obtained data. This requirement extends to studies conducted with medical records, in which, no longer being possible to obtain the patient's consent , must contain an explicit commitment on the part of all who have access to documents that the research subjects will not be identified and their personal data will not be exposed. In addition, information that enables identification will not be shared5 12 .
Duty of confidentiality and protection of autonomy
The duty of professional secrecy is also a patient's right from the point of view of the effective exercise of the patient's autonomy through the protection of the existential privacy and its influence in decision-making. The duty of secrecy as protection of autonomy includes the patient's right to decide freely, solely according to the law and to the patient's own way of thinking. Therefore, this commitment is part of the framework of respect and recognition of the role of patients in health decisions regarding their own health.
The decision making process in this context takes into account not only the technical information provided by professionals about the clinical condition of a patient but it also considers the social, mental, emotional and cultural aspects involved as well as the impact that the decision will have in future. Human beings, as the social creatures that they are, live in interaction. However, despite the era of harsh exposure (consented or not) that we now live in, the fact is that certain personal aspects should have their social exposure modulated and determined solely by the principal involved, who will suffer the most direct consequences of the spread of such information.
This concern motivated the 1988 constituent assembly and the infra-constitutional legislation to provide for the possibility of punitive damages and other penalties in cases of not consented exposure, be the exposure in relation to physical image or in relation to information that could negatively change the social image, in his or her environment, of the person affected. In the case of decisions in the health area, they will only be taken in the sphere of effective autonomy, ensuring that they will not receive interference, as a determining factor, from the fear of the social impact of a virtual knowledge of data that should only be revealed by the patient to whom he or she decides and at the moment and extension that suits the patient. Secrecy will allow, in this case, to fully exercise the right to individuality, diversity and the constitutional liberties through the guarantee of secretive consent or refusal.
This situation has arisen, as a frequent example in the case of Jehovah's Witnesses, when the capacitated patient is consulted on the permission or not to receive blood. That patient's conscious refusal of such treatment -possibility that we advocate -should be observed by guaranteeing full confidentiality, including with respect to data access and possible authorisation entered on medical records, in order to ensure the most reliable possible answer, as the patient is accountable only to his or her conscience in regards to the decision making. Indeed, perhaps because of the guarantee of full confidentiality about their decision, patients would be willing to authorise procedures that they are not comfortable with in public when they are subjected, before the dictates of their own conscience, to exterior judgment even if only from their loved ones.
The same weighting refers to situations involving abortion (even being lawful), reproductive capacity, sexually transmitted diseases treatment (which interest only the partners, as it will be mentioned ahead), drug use, and even cancer (which remains, in many social environments, to this day, as "the disease that should not be named"). It should be remembered, in fact, that the patient goes to the doctor to be treated, not to be judged or to have her or his privacy exposed. Therefore, the patient is the sole responsible for ethical decisions on procedures that he or she legally accepts to submit to and it is the patient who should weigh up whether the social burden of the decision does not outweigh his or her private consciousness.
Assuring secrecy guarantees the right of individuals to their idiosyncrasies , the personal management of their relations, the autonomy over decisions concerning their health, respect for the diversity of thought and the particular circumstances that affect it, as well as the safeguarding, as much as possible, of the freedom of decisions about health when facing external judgment pressures.
Confidentiality and teenager care
Admittedly, when it comes to an adult patient, lucid and capacitated, only the patient can decide who will have access to his or her data. Therefore, the information should be preceded by authorisation of the patient even if requested by his or her companions.
As for the child or legally incompetent adult, the legal guardians are in charge of he patient's personal information -although it would be positive to get the participation of those patients in the decision making, whenever possible, through information compatible with their level of understanding, encouraging their commitment to their own health and stimulating their participation in treatments.
A doubt arises, however, particularly regarding adolescents or, more precisely, the legally incompetent but who, because of some degree of autonomy and maturity, can manifest the desire against the communication of certain information about him or her to the legal responsible.
Notice that the breach of confidentiality in these situations can pose a serious breach of trust, when the teenager is driven to move away from the professional and fails to recur to the professional in order to clear doubts. It could also cause those teenagers to omit information relevant to their care. In this context, there are many authors who defend the concept of mature minor, presented by the Society for Adolescent Health and Medicine, in the 1970s, as a proposal for a moderate exercise of self-management, which values the privacy, confidentiality and the relative autonomy of adolescents [13] [14] [15] [16] [17] [18] [19] . The mentioned Society supports the concept that individuals can exercise their rights, provided that they have the maturity to understand them 20 .
Such provision specifies that both invasive procedures involving risks as well as the circumstances under which treatment is indispensable should also be reported to patients who are minor, from whom it is necessary to obtain consent, as much as possible, whilst recognising that the legal authorisation depends on the legal responsible , since they are not legally autonomous individuals. In case of conflict between the autonomy of parents as surrogate decision-makers and the beneficence of the minor, the pro beneficence understanding will prevail because this is, in fact, a situation of heteronomy.
One should, however, communicate and clarify minors on the need for medical intervention, answering their questions and promoting their participation in the decision-making, assuring, as much as possible, the maximum confidentiality on information about the minors. In regard to the theory of mature minors it is advocated that, if a refusal with supposedly harmful effects comes from the adolescents themselves, and not from their representatives, the refusal should be accepted as far as possible, as long as the maturity of the adolescent to deal with the matter is recognised and possibilities of false autonomy, such as the one due to external pressures or failure to understand the consequences of the decision, are discarded.
This thesis, though not expressly adopted in Brazil, can be seen in national and international normative precepts, such as the appreciation of what minors have to say and their gradual autonomy, provided by the articles, related to fundamental rights, of the Brazilian Child and Adolescent Statute (abbreviated as ECA in Brazil , for Estatuto da Crianca e do Adolescente), from 1990, and the Declaration of Ottawa on Child Health, from 1998. In this regard, the Brazilian Code of Medical Ethics from 2010 (abbreviated as CEM in Brazil, for Codigo de Etica Medica) also establishes in its article 74 that : [It is prohibited to the doctor] to reveal professional secrecy related to minors, including parents or legal representatives, as long as the minor has discernment capacity, unless the non-disclosure may cause harm to the patient 21 .
Based on this article from the CEM, individual consultations with teenagers are recognised and even recommended. It is an occasion when more accurate information about a teenager's health and lifestyle habits might be obtained. This information, a priori, should be kept confidential even from the legal responsible if the patient has, in the words of 22 -That said, the difficulty of evaluating these aspects in an emergency consultation is also considered.
But when the situation involves risks to the patient such as, for example, pregnancy (with the consequent risk of miscarriage), drug use, suicidal ideas -then the communication of the professional to the legal representatives becomes compulsory, but not before encouraging adolescents to do it themselves. The parents, if applicable, should be referred to the specialised support of a psychologist, social worker etc. It is a situation where the patient must not be lost from sight, since he or she is at risk 3, 23, 24 . As a result, the medical record, where there is sensitive data about the patient , can not be displayed even to the judiciary without permission of the patient to whom the data belongs: the patient, whilst the health unit acts only as a faithful custodian. These provisions are consistent with the provisions of codes of ethics for health professionals, highlighting, in the 2010 CEM, the principle XI:
Legal and deontological duty to keep a secret

Doctors will keep secrecy about information they hold knowledge because of the performance of their duties, with the exception of cases provided by law
22 . The chapter IX, which is specifically about medical confidentiality, should also be highlighted. The medical reports may only be disclosed with permission of the patient or the responsible, in the case of incompetent patients.
In the same vein, the Nursing Professionals Ethics Code expressed similar concern in its Article 29, when it establishes, among the duties of those professionals, to maintain secrecy on confidential fact that they have knowledge by reason even when authorised to do so 34 . This requirement calls attention because it is more restrictive than the procedural and civil law of the country, which provide the option to the professional, when the patient authorises, to reveal secrets obtained this way. But the professional, in this case, will not be punished if he or she, even being authorised, does not want to reveal confidential information.
Article 9 of the Universal Declaration on Bioethics and Human Rights acts in the same direction when it defines, quite accurately, the following directive: The privacy of the persons concerned and the confidentiality of their personal information should be respected. To the greatest extent possible, such information should not be used or disclosed for purposes other than those for which it was collected or consented to, consistent with international law, in particular international human rights law 35 .
Breach of confidentiality causes
The imperative of secrecy, however, involves exceptions. The discussion on the possible need for secrecy flexibility gained ethical and legal space in the event that became known as Case Tarasoff 36, occurred in 1969. This is the case of a student at the University of California, Prosenjit Poddar, who killed the student Tatiana Tarasoff, having previously reported to doctor Lawrence Moore, who attended him professionally, his intention of killing the young woman. He even informed the time when he would attempt the murder.
The professional consulted with his supervisor whether or not he should breach confidentiality in this case, warning Ms. Tarasoff about the threat to her life. They decided not to warn Tatiana Tarasoff, considering the respect for professional confidentiality. Tatiana Tarasoff, alone in her home, was first shot and then stabbed to death by Poddar. The parents of the victim filed a lawsuit against the university, obtaining favourable ruling.
From then on it was, in general, determined that situations involving risk of life for oneself or others should be reported to the appropriate authorities and legal guardians. This includes proven or suspicious situations (only if based on reasonable grounds) of children and adolescents maltreatment as well as episodes of notifiable diseases. This provision is clear, exempli gratia, in the article 18 With respect to risk situations, one example that creates doubts is the knowledge of a diagnosis of HIV seropositivity, a circumstance that usually generates great anxiety among health professionals, who understand that this information should be automatically communicated not only to sexual partners but also to other colleagues, laboratory personnel etc. in order to prevent the risk of contamination of these professionals. Note , however, that in this case the breach of confidentiality is unfounded, considering that adequate health care measures should be universal and should not depend, therefore, on information on HIV seropositivity to be applied. In addition, AIDS is not the only bloodborne serious infection, not to mention the many patients who have AIDS but whose diagnosis is not known during health care. In this sense, it is important to note that the fact that a notifiable disease is a legal reason for breach of confidentiality does not, however, imply an undiscriminated disclosure of the information, even among team members, except if necessary for the treatment. The staff of the public authority which received the communication is expected to act with discretion,in a way that the care and necessary epidemiological conduct which cause the inclusion of the illness among the notifiable diseases, do not cause unnecessary exposure and source of discrimination and embarrassment to the patient. Somehow, this understanding led to the alteration of the CFM (Conselho Federal de Medicina-Federal Medical Council) Resolution 1,359 / 1992, which provided the express communication to sexual partners and sharers of syringes 38 , for the CFM Resolution 1,665 / 2003, seen as more in line with the Declaration of Madrid, adopted by the WMA in 1987 37. In this regard, the resolution provides for the immediate and direct information only to health workers for which this data is of unequivocal importance in the care and treatment of the patient. This way, the respect for the confidentiality of the data is also kept in this circumstance 39 .
According to this list of documents, the direct interest of the patient (in the scope of the health team) or, in the case of third parties, the right of those to whom the information implies immediate or prior risk requires perhaps swift intervention in order to prevent further damage, as it is in the case of individuals known to be at risk of contamination by unprotected sex. Even so, the ideal is to encourage patients to take the initiative to inform their partners, avoiding thereby the disclosure of secrecy. This disclosure will only be made without the patient's consent if it is established that with his or her conduct and resistance, the patient is endangering another person's integrity, which is a criminally punishable conduct, considering the wilful intention to contaminate other people or the gross negligence of the act .
Other legal situations that exempt professionals from the duty of confidentiality concerns children and adolescents maltreatment, an increasingly diagnosed condition, to which health professionals' attention and action are essential in order to prevent the minor's return to the cycle of violence, which often occurs in his or her own residence. Similar measure was also included in the the Elderly Statute, intended to curb abuse against this group, also of particular vulnerability. In order to identify such cases, a cautious investigation, by thorough examination and anamnesis. Despite the possibility of harm caused by frivolous accusations, the legal provision supports the communication of based suspicions, in order to avoid any crime of slander. Once the evidence is verified then those patients should not be lost from sight, considering that they are at risk where they are. It may even be necessary to maintain the patient in the health unit for social preventive issues pending action of the Tutelary Council or prosecutor. In places where the tutelar council doesn't exist, the communication of suspected maltreatment related to the minor patient should be made to the Justiça da Infância e da Juventude (Justice of Childhood and Youth) or to the State prosecutor [41] [42] [43] [44] , accounting for just cause for breach of confidentiality. 
Post mortem secrecy
Finally, we must point out that the duty of secrecy does not cease with the death of the patient -which would open space for debate on the ethical appropriateness of the current regulatory requirement to record the cause of death on the death certificate provided by notaries, despite the undeniable importance of such registration to public health -or because it is public knowledge (Article 73 of the CEM, from 2010 . As seen, it is not unreasonable to consider that the very mention of the cause of death on the public certificate already is a disclosure of data that maybe the patient -who owns the secrecy and is favoured by it -did not want to see disclosed. It must be recognised that, in most cases, patients have no reason to hide their medical records from their friends and family, and that access to such a documentation has legal repercussions when there are doubts, for example, about the adequacy of the medical care of the patient, so the absolute secrecy would in this case be paradoxically contrary to the interests of the patient. However, given that medical confidentiality is a strictly personal right of the patient 49 , the rule should be the post mortem preservation, always preceded by questioning the patient, at the time of his or her internment , on whether or not to allow the family to have access to medical records. Considering the way that item b was formulated, it appears that secrecy about the medical record of a dead patient is an exception, which in itself would raise a doubt, with psychological repercussions, for the family of the patient as they wouldn't be sure if they were acting according to the patient's wishes or not. Perhaps the patient had wished to avoid this uncertainty. Thus, it is more relevant to affirm the secrecy of medical records and their very personal character as a rule, except for a previous consultation with the patient about who would be allowed to authorise access to the patient's medical records, in case of loss of consciousness or post mortem.
Final considerations
Secrecy is a patient's right and a duty of the professional, especially when it comes to interpersonal relations in healthcare. The guarantee of confidentiality allows for a more autonomous exercise of diversity and individuality, by protecting against external pressures which could eventually be coercive, aiming at equalisation of the majority or even the minority which are representative of the social environment. Only with effective respect to medical confidentiality will it be possible, in many cases, to have a consent that is in fact free, after due explanation, leaving solely to the patient the judgement of his or her own circumstances without fear of the repercussion that their personal health decisions may have on their environment.
Everybody who has access to personal data about patients should keep the information confidential. This applies both to the professional environment and to the research and teaching universe. Secrecy must be kept, inclusive of and as far as possible -that is, safeguarding the cases of risk to life or of serious risk to the integrity -in the case of a patient who is a minor but who has the competence to conduct herself or himself according to their own initiative. This is because secrecy, in the legal framework, is associated with the constitutional rights of privacy, recognised as fundamental in Brazilian law, following the example of human rights at international level and with influence on the infra-constitutional legislation, including the deontological codes. Exceptions to the duty of secrecy are specific, consisting, according to ethical and legal provisions, of the risk of death to oneself or others as well as legally stipulated cases, such as notifiable diseases and suspicions of abuse against incompetent or particularly vulnerable individuals.
It should be remembered also that the medical record belongs to the patient, and the health unit works only as a custodian of the record. Thus, the access to those records should not be franchised to insurance companies or other health professionals unrelated to the treatment, nor the family, unless the patient, when able, authorises it. This decision is up to their legal guardians in the case of incompetent patients. Finally, the professional duty of secrecy does not end with the death of the patient or because it is a public fact or regards a public person, although one can discuss the easing of access, when expressly authorised by the patient or in the case of suspicion of poor professional practice which intervened in the cause of death.
From all the above, it is concluded that, with respect to the patient, the guarantee of secrecy works not only as a factor to stimulate participation in medical treatment, due to the patient's trust in the professionals, but also as a space for the most reliable manifestation of autonomy, representing a protective mechanism for the very exercise of freedom. This is because patients, confident that their medical data will not be disclosed except by their permission, feel freer to express their peculiarities and their particular ways of thinking, making their decisions on health matters without fear of judgment or the external repression about the most private aspects of their personality.
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